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Session I: Fundamentals

Why do we need confidential computing?
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Your private code/data may run upon untrusted hosts

|

|

Confidential computing reduces TCB to processors

y
i =

CPU-CC




Data at work!

Data at
Rest

>
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« Attacks: unauthorized
access or physical theft of
storage

« Mitigations: disk encryption,
e.g., LUKS, BitLocker

Data in
Transit

oo

Attacks: eavesdropping,
modifying, or replaying
network traffic

Mitigations: secure
communication, e.g., TLS

Data in Use
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« Attacks: memory snooping,
execution tampering, cold
boot

« Mitigations: confidential
computing



Why do we need confidential computing?

Data at Data in Data in Use
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Cloud Hypervisor Co-tenants
Admin

 Little/no protections against

weaknesses In
- Hypervisor
- Host 0OS
— Infrastructure owner
- Physical access

* Cloud users need to trust
- Host 0OS
— Cloud provider
- Hypervisor
- Hardware vendors



Conftidential computing

Data at Data in Data in Use
Rest Transit
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Secure Secure Secure
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Cloud Hypervisor Co-tenants

Admin

Protect data in use by performing
computation in a hardware-based,
attested TEE

Supported by:
- AMD SEV, Intel TDX, IBM Z Secure
Execution, ARM CCA, ...

No need to trust

- Host OS
- Cloud provider/admin
- Hypervisor

Need to trust
- Hardware vendor



GPU confidential computing

Data at Data in Data in Use
Rest Transit
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Protect CPU to GPU channel
- Security Protocol and Data Model (SPDM)

session to securely connect the GPU to
the GPU driver ina CPU TEE

Chain of trust established through
GPU boot sequence, with secure and
measured boot

Cryptographically signed
measurements

Supported by:
- NVIDIA Hopper, Blackwell series GPU



Confidential Computing: Classical Workloads
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Multi party data sharing Protecting sensitive data
* Cross bank transaction fraud « Intellectual property (e.g.,
* Medical diagnosis Electronic Design Automation)

« Federated machine learning * Qperating on PII data



Security Principles

Malicious insiders

L * Intercept I/O traffic
« System administrators : :
e ) > @ ° Modify I/O traffic
Malicious intruders el
) « Access shared memory
 Compromised host software /0

Access control and encryption

Confidential VM @ Disk
Encryption

/ =3
Encrypted

Shared

Memory I/O path . @ Network
- Encryption
Encrypted
GPU workload
M O0z0

* Intercept memory bus
Dump system memory (@ |
* Modify system memory —

Hypervisor

ﬂ':@i@) GPU VRAM
Memory Access Control Fra— Access Control
& Encryption

ARENER CPU_CC 1 '

<+—>| Attestation
TITIT] Service

GPU-CC .
Attestation Attestation

Service




Security Principles

« Encrypt data across untrusted

@ﬁ I0 paths

« System memory encryption
and restricted access
Access control and _
encryption « Restricted access to GPU

butfers, ... . .
— « Cryptographically verity

— system’s hardware and
software integrity

—B « Measure, verify, appraise,
certify



Timeline ot CC Technologies

Disclaimer: limited to Intel/AMD CPUs and Nvidia GPUs due to personal research scope
CC on other platforms: IBM PEF/SE, ARM CCA, RISC-V CoVE, etc.

Hardware enablement: early
Software ecosystem: 1~2 years delay

2023
2022 INTEL TDX Connect 2024
2015 2016 2017 2020 5 2021 0 NVIDIA Hopper 2023 5 NVIDIA Blackwell
INTEL SGX AMD SEV @ AMD SEV-ES @ AMD SEV-SNP INTEL TDX GPU-CC @ AMD SEV-TIO GPU-CC
» SEV: VM-based, EPYC processor, VM memory Wi TEVSEY
encryption VORI . * Trusted I/O support
« SEV-ES:add CPU-register encryption at VM * GPUmemory protection * Trusted [/O e Multi-GPU with NVLink
transit * Protected PCIe based on encryption
« SEV-SNP: add integrity protection for VM bounce buffer
memory » Device attestation

* Process-based, Skylake processor

» In-process enclave » VM-based, Xeon Sapphire Rapids
* Runtime memory encryption and integrity » Intel’s counterpart of SEV-SNP
protection » SGX discontinued on desktop processors

* Remote attestation




Example: Confidential AI and growing distrust

‘ Send data . ) Send AI model ‘
Query model :
Client &« LLM Service X N Enterprise
(data owner) (public model)

Prevent from seeing
Data client data Al

X Model
Prevent from seeing
client data J

Compute Provider

SR EOR )

D —



Example: Confidential AI and growing distrust

‘ Send data Send AI model ‘

AN
7/

dh dh
Query model

Client & LLM Service X
(data owner) X

. Prevent from seein
Prevent from reading client dafta & Al
model

X X Model

Prevent from reading
model

AN

X Enterprise
(private model)

Data

Prevent from seeing
client data NN

Compute Provider

SR EOR )

ooy




Application I: Contidential Al

Training/Inference Data: , :
privite, sensitive, Sl e
expensive \
Inference
Encrypted Data = )y
= Fine
Tuning
Training
Al Model:
expensive IP,
risk of data
reconstruction

TTTTT]
TITIT]
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Encrypted Model CPU-CC GPU-CC

(Untrusted) Compute Provider

CC
Attestation
Service

\




Application II: Collaborative Computing

Collaboration with Mutual Distrust

« No data sharing among participants
* Notrust on the compute provider

CC

« Conduct computation together on data
Attestation
Confidential VM

Service O
A

CC
Attestation
Service 1

N . P
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GPU-CC

CPU-CC

(Untrusted) Compute Provider

Participant O

y

Participant 1



Application III: Contidential Containers

Security Trust
Protect confidentiality and Attest with no need to trust
integrity of data-in-use the compute provider CONFIDENTIAL
Confidential Computing
CPU-CC/GPU-CC
N TDX/SEV/SE/SGX Confidential Micro-VM
—
_ Kata Containers
Cloud-Native Deployment Secure Image Pu[[mg
Kubernetes, Containers
Built-in Attestation with Trustee

Portability Scalability Efficiency
Run the same Orchestrate Lightweight with
containers anywhere workloads at scale faster deployment



System Considerations: VM contigurations

VM
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Single GPU Single-Node
Multi- GPU




System Challenges for Modern
CC Workloads - 1

1. Accelerators to support parallel computing
SGX: unable to offload computation to accelerators

TDX/SEV + GPU-CC: software-based encryption
overheads in bounce buffer

GPU-CC: incomplete support for trusted I/0O

]




System Challenges for Modern
CC Workloads - 2
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2. Software stack support

SGX: refactor code of applications and libraries
for the constrained SGX interfaces

TDX/SEV/GPU-CC: significant changes on legacy
system code for CC compliance



System Challenges for Modern

CC Workloads - 3

)

i

]

10 e

@

®

@

@

3. Large memory capacity

» SGX: initially support 128MB protected memory,
extending to 1TB (on Xeon after 2021)

*  GPU-CC: initially with no multi-GPU support

%DDEIDDEH
|

@[j

5

a3

@;ﬂ




Security Perspectives - Workload Owner

i)

Confidentiality and Integrity

Can malicious host observe or infer data within
CC?

Can malicious host tamper with execution
integrity within CC?

Will adding the support for CC make legacy code
vulnerable?

Worst case scenario: how to minimize damage if
CC is breached?



Security Perspectives - Compute provider

2. Accountability

CC prevents host from introspecting CC
workloads

What if the code in CC workloads is
malicious?

What if some participants in collaborative
computing provide poisoned data?




Security Perspectives — Security Researcher

3. Transparency

The implementations of CC systems
are largely proprietary and closed-
source

Documents are mostly for end users,
not for security researchers




Key

Secu rity « Confidentiality and integrity of data-in-use

Ta ke aw ayS » No availability protection

(S ess | on :[) » Techniques integration for end-to-end protection
Mechanisms

« Memory access control
« Memory encryption
» Execution integrity protection

» Remote attestation

Challenges

System constraints
» Security problems
» Addressed gradually in research and product iterations



Session I: Fundamentals
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Session II: Platforms

How does confidential computing work?

Nvidia Confidential Computing for GPUs




Why We Need CPU-CC?

Scenario

» Protect sensitive computation
Guest on untrusted infrastructure
1010
1010 Threat Landscape

O0zI0  Untrusted compute provider:

DRAM c(:)l(S)ud operator, hypervisor, host
r_.1

« Host software has the privilege
to read/write guest memory and
Untrusted Compute Provider Host vCPU state directly

CPU-CC

 Protect data-in-use: datain
guest memory and vCPU state

CPU



Process-based CPU-CC - VM-based CPU-CC

Process-based CPU-CC (e.g., Intel SGX) VM-based CPU-CC (e.g., Intel TDX)
» Introduce new execution modes or privilege levels
/ \  Offload privileged operations into attested firmware/software
» Secure or measured launch of trusted components
\ / » Protect memory confidentiality and integrity

» Enforce cryptographic isolation

« Isolate specific regions of a process

Isolate an entire VM

e (Code/data within the enclave is trusted

Code/data within the VM is trusted

* Requires code rewriting for legacy apps

Lift-and-shift: runs unmodified apps

« Historically limited memory (128MB) Large secure memory

» Overhead of enclave exits for system calls « System calls within the VM boundary
« Use case: highly sensitive code snippet « Use case: general cloud workloads

» Deprecated on desktop-grade processors » Available on server-grade processors



Intel TDX QOverview

e Intel Trust Domain Extensions (TDX): VM-based CPU-CC
« Trust Domain (TD) = Confidential Virtual Machine (CVM)
» Supported since 4th Gen Intel Xeon Processors

. Secu rity Features of TDX
Exclude hypervisor from the TCB
» Enforce Cryptographic isolation of security domains
» Provide confidentiality and integrity for TD’s memory and vCPU state
« Remote attestation and verifiability



Building Blocks of TDX

Intel VT = Isolation

Hardware-assisted
Virtualization

« Hardware virtualization
foundation

* Trust Domains built on
VM technology

« TDX Module manages
and isolates TDs

Intel MKTME - Memory
Protection

Runtime Memory Encryption

* Hardware memory
encryption

* Per-TD encryption keys

* Host cannotread TD
private memory

Intel SGX — Attestation

Secure Enclaves

Reuses SGX attestation
infrastructure

Quoting Enclave
generates signed
evidence

Remote verification of TD
state

Intel TXT = Trusted Launch

Trusted Execution
Technology

 Measures and verifies
software stack

e Trusted launch of TDX
components

« Hardware-rooted chain of
trust



New Features of TDX

Secure-Arbitration Mode (SEAM)
e SEAM VMX root (SEAM Modules)

« SEAM VMX non-root (TD) VMX Enforced TOX Enforced
Isolation and - Isolation and
Protection v, B e T Protection

SEAM Modules (in SEAM Range)
1. P-SEAM Loader

VMX non-root

SEAM VMX non-root
« Install/update the TDX Module ™ ™ ™
TDX-
2' TDX M OdUI.e 0s os Enliggtéened Enligg;ened
* A “trusted” management layer for TDs 4 — * %
. , VMLAUNCH VM EXIT VM EXIT VMLAUNCH TDCALL VMRESUME TD EXIT
« Enforce protection for TD's memory and CPU state v VMRESUME] L !
VMX root TDT_}E;E\::':” o _ TDX Module SEAM VMX root
3 MODULE_RANGE
- SEAMCALL and SEAMRET
« TDCALL and TD Exit —

Enlightened Hypervisor and Guest OS

« Adapt to the new transition interfaces



Secure Loading of TDX Module

CPU

l SEAMRF_Baze NP-SEAM Loader

é‘-"““““““-““““““.““““““.““““““.““-EEMRWGE “.““““““-“““““---““““““-““““““"Fé Intel ACM
NP-SEAM Loader (ACM) e e g e, SEAMLDR Rl e

i Verify and L oad
l ; H : P-SEAM Loader

|

TDX Module P-SEAM Loader

P-SEAM Loader iel e ool Shed ‘

2 Verffy and Load
TOX Module

TDX Module



Memory Protection of TDX

Memory Conversion: Normal memory — Secure Memory

« Attach private HKIDs to physical addresses

« TD owner bit per cache line

« Controlled by the TDX Module

» Untrusted hypervisor cannot access or modify secure memory

Secure Memory: Confidentiality and Integrity
* Private memory of TDs
» Metadata of TDs
« TD control structures
« vCPU state
» Secure EPT: Address translation for private memory

Normal Memory within TD
« Shared memory: accessible by the hypervisor and I/O devices
* Move data from secure memory to shared memory
» Users should enforce software-based encryption: TLS, LUKS



Memory Confidentiality
HKID Partitioning

HKID partitioning is determined via
UEFI/BIOS

Private HKIDs for TDX and shared HKIDs
for legacy MKTME use

Use MKTME in TDX Module

Each TD associates with one private
HKID

Only the TDX Module (in SEAM VMX root
mode) can program private HKIDs via
MKTME

The TDX Module attaches corresponding
HKIDs to physical addresses of TDs

MKTME selects keys to encrypt memory
pages based on HKIDs

HKID

bit 63 4= mmmsmmasas ME_TME_KEYID_BITS ==<----- * bit O
]
1
Reserved TD¥_RESERVED_KEYID_BITS | Physical Memory Address
1
bit MAX_PA, -1

HKID

Key

o

Legacy TME key, shared

1

Legacy MKTME key #1

Shared

HKIDs 2 Legacy MKTME key #2
NUM_MEKID_KEYS Last legacy MKTME key
NUM_MEID_KEYS + 1 Private key of a specific TD
NUM_MEID_KEYS + 2 Private key of a specific TD

:::’;:' NUM_MEKID_KEYS + 3 Private key of a specific TD

NUM_MEKID_KEYS + NUM_TDX_PRIV_KIDS

Private key of a specific TD




Memory Integrity

Logical Integrity (simple, fast) Cryptographic Integrity (slow, more secure)
« TD owner bit per cache line « 28-bit MAC per cache line based upon
- Ciphertext
- Tweak value for AES-XTS
- TD owner bit
- 128-bit MAC key
« Legitimate write: set TD owner bitto 1 % « Legitimate write: store MAC in ECC
U
» Illegal write: clear TD owner bitto O » Illegal write: corrupt the memory
« Next read: TD owner bit O indicates * Next read: mismatched MAC indicates
poisoned poisoned
» Effective for software-level attack: « Effective for software-level and some
cannot defend against rowhammer physical attacks: cannot defend against

attack replay attack



Remote Attestation

6. Request PCK Cert

e e e e e ' »  Intel PCS
1 i Quoting Enclave Trust Domai E -
Repurpose SGX Attestation : b rust Domain | o
_ | : —
 The TDX Module retrieves TD report | ‘ L e oy | 5 ReauestPKCert | coriicate
i L estation I b "| Caching Service
« TD report: measurements of TD and | 3. Generate quote feent e, (PCCS)
: E 7. Verify
TDX platform i : Quote
* Quoting Enclave verifies TD report and | e :
) ) ) ) ! . Request TD report |
signs it with the attestation key | Y ;
« Quote =signed report + certificate | !
chain | Most(OXPlatform) 5
« The challenger verifies certificate chain
: a D) Q D) a D)
and measurements in the QUOte Quote Attestation PCK Certificate
Key Certificate
Attestation Key Intel Signed
Signed PCK Signed

t | % I




Features in Progress

Live Migration
« Mutual attestation of source and destination TDX platforms

« Secure channel for transferring TD assets
« TDX Module 1.5

TD Partitioning
 Nested virtualization for TD
e TDX Module 1.5

TDX Connect

Move trusted devices into trust boundary
« Device attestation
« Protected I/O data path
« TDX Module 2.0



Session II: Platforms

How does confidential computing work?

ANRNNN
[ R111]]
A

CPU-CC

Intel Trust Domain Extension (TDX) Nvidia Confidential Computing for GPUs

Blueprint, Bootstrap, and Bridge:
A Security Look at NVIDIA GPU Confidential Computing (MLSys 26)



Background Confidential Computing

« Protect sensitive workloads on untrusted 3™ party’s
machines, e.g., public cloud

» Threat model: attackers control the privileged host
system software

Confidential VM GPU-CC
ol0 - 1010 N A—— .
1010 S a0 — 22 CPU-CC GPU-CC
- e A0z 0 _ , .
OO0z = 5 > «  Protect generic computation «  Protect computation
@ . VRAM,- | offloaded to GPU
DRAM ® e - e Protected domain: CVYM
S Lol —»i _=:$ ' o , * Aunified protected domain:
S » Confidentiality, integrity and CVM + GPU
authenticity
Untrusted Compute Provider
; v
- g Attack Targets in CPU-CC Attack Targets in GPU-CC
] — £ - CVM’s memory  I/Obetween CVM and GPU
CPU-CC «  CVM’svirtual CPUs «  GPU’s VRAM

« CVM’sI/O  GPU’s control registers



NVIDIA GPU Contidential Computing

GPU-CC is critical tor protecting sensitive Al workloads in the cloud

a» United States Patent

10, Patent No.:  US 12,219,057 B2

Rogers et al. 45) Date of Patent: *Feb. 4,2025
(53) IMPLEMENTING TRUSTED EXECUTING 2 usc
ENVIRONMENTS ACROSS MULTIFLE e HOSL 90877 (301301 ). GOF 9445555

“
PROCESSOR DEVICES (013,01, HoLL 20841 (013.01)

US 2023/0297406 A1
E Sep. 21,2023

a9 United States

a2 Patent Application Publication 0, Pub. N
ogers et =) Pub.

(53) CONFIDENTIAL COMPUTING USING Publication C lawiication
MULTEINSTANCING OF PARALLEL
PROCESSORS

ey
Goar 9455 ooson)

|
a9 United States
a2 Patent Application Publication (10, Pub. No.: US 2023/0297696 A1
Rogers et al. ©) Pub. Date: Sep. 21,2023
PROTECTION ;
|
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Patents: filed in 2021 and 2023

practice

DOI:10.1145/ 3828827

Adticke development fed by IR
queue:

The team at NVIDIA brings confidentiality
and integrity to user code and data for
accelerated computing.

BY GUHA,
VIDHYA KRISHNAN, ARUNA MANJUNATHA, ROB NERTNEY,
MICHAEL O'CONNOR, AND PHIL ROGERS

Creating
the First

=) Confidential
GPUs

TODAY'S DATACENTER GPU has a long and storied
3D-graphics heritage. In the 1990s, graphics chips for
PCs and consoles had fixed pipelines for geometry,
rasterization, and pixels using integer and fixed-point
arithmetic. In 1999, NVIDIA invented the modern
GPU, which put a set of programmable cores at the
heart of the chip, enabling rich 3D-scene generation
with great efficiency. It did not take long for developers
and researchers to realize: “I could run compute on
those parallel cores, and it would be blazing fast.” In
2004, Tan Buck created Brook at Stanford, the first

B0 COMMUMICATIONS OF THE AGM | JARUARY 2024 | V0L 61

eompute libeary for GPUS, and in 200,
NVIDIA created CUDA, which is the
gold standard for accelerated comput-
ingon GPUs today.

In addition to running 3D graph-
ies and compute, GPUS alse run video
workloads, including the ability to
play back protected content, such as
Hollywood movies. To protect such
content, NVIDIA GPUs include hard-
ware and firmware to secure the area
of GPU memory, whieh holds the de
crypted and decoded output frames.
This feature Is referred to as video
protected region (VPR). When an area
of GPU memony is set up as VPR—ex-
cept for a secured display engine that
can read from VPR and write to HDMI
or DisplayPort channels—any engine
that reads from that region will faulc
if it attempts to write outside of VPR.
When confidential computing (CC)
emerged, a few of us at NVIDIA start-
ed brainstorming about the question,
“Can we leverage VPR, or a similar ap-
proach, to do confidential eompute?”
We realized that NVIDIA's Ampere
series of GPUs provided the building
bloeks for a partial CC mode. New
firmware could enable an enclave in
GPU memory for protected eompute,
wheee

= Only the SEC2 secure microcon-
troller can read from the enclave and
write outside; and when it writes out-
side, itwill irst encrypt the data.

» All other engines would fault if
they tried towrite cutside the enclave.

CC requires both confidentiality
and integrity for data and code. Con
fidentiality means data and code can
not be read by an attacker. integrity
means an attacker cannot modify the
exceution and, for example, cause
wrong answers to be generated. The
leveraged Ampere approach could
provide confidentiality for data bu
not for code, and it could protect
integrity for neither code nor data.
This approach was called Ampere
Protected Memory (APM) to prevent
confusion with full CC eapabilities.
We built a proof of concept (POC) for
APM and partnered with Microsoft to

CACM Paper: 2024

Provide hardware support since Hopper



Motivation Knowledge Gap

Principle & Implementation

* Proprietary components
« Undocumented features
» Complex CPU-GPU interaction

$ nvidia-smi conf-compute -srs 1

= o SN

Security Researcher

« Deeperunderstanding of its
security architecture

End User (S 1 el | « Verification of the claimed
 Easyenablement T security properties

dentification of new attack

« Noapp code change l\\{é
RO and vectors




Methodology

Infer the unknown from the known
Confidential VM

NVIDIA GPU

Application

CUDA Runtime

CUDA User-Mode Driver

| !

\ 4 \ 4

User nvtrust OpenSSL Library
Land 7y

Pkernel | T —m—m—m—m—m—m—— ” /
Land NVIDIA QVM Driver

Y

) A

NVIDIA Kernel-Mode Driver

/

Streaming
Multiprocessor (SM)

Ve

/b

j4 Copy Engine (CE)

y
p

Secure Processor (SEC2)

<

» Extract specifications from |:| . cross-validate with patents

* Monitor dynamic interactions D‘_’D between drivers and GPU

« Instrumentand pre-load shared library I:H:l : capture cryptographic

operations

N

(GSP)

GPU System Processor

Processor (FSP)

Nal Foundation Security

User Code

Open-Souzxce
Library

NVIDIA
Open-Souzxce

NVIDIA
Proprietary




Security Analysis

Blueprint Bootstrap Bridge

What are the key architectural How is trust established between Is data protected when crossing
components of GPU-CC? the CVM and the GPU? the untrusted interconnect?



Blueprint

GPU-CC functionalities
are distributed across
hardware engines

NVIDIA GPU

Copy Engine (CE) lf'

Secure Processor
(SEC2)

GPU System Processor
(GSP)

N
>

\,| Foundation Security

Processor (FSP)

v

Manage memory transfers for GPU
— H2D/D2H encrypted DMA copy

Specialized security engine for GPU-CC
— Setup of GRU-CC memory and mode
— Device attestation

— Memory scrubbing

— Secure data transmission

— Secure command submission

Control plane of GPU
— SPDM key negotiation
— Resource manager

> Hardware root of trust

— Secure boot GSP



Bootstrap

Secure boot chain of hardware engines

SPDM establishes 44 keys to protect data paths across PCle
How (s trust

established?
BARO decoupler hides 99.78% control registers

Device attestation proves GPU identity



Bridge

Data transfers across untrusted PCle interface

Untrusted PCIe

Confidential VM

CVM Private Staging
Memozry Buffer

GPU

GPU Protected
Memory

SPDM Key Negotiation

Six data paths across PCle

« CPU-GSP RPC

« CPU-GSP memory transfers
 GPU memory faults

 UVM operations

 Memory scrubbing command
« CUDA

Information exposure during
data transmission

« RPC metadata

« Timing channels

« Command queue metadata
« Semaphore signals



Security Analysis on CPU-GSP RPC

CPU-GSP RPC
« NVIDIA kernel-mode driver - GSP-RM API

Security Issue
» RPC payload is encrypted, but RPC queue metadata are not
encrypted

Track Data Pointers
« Physical address table —» queue header/element - queue
metadata

Read/Write Access to Queue Metadata
 Violate the CPU-GSP RPC execution

Locate physical address table in a large memory

space?
« Self-reference: first entry stores table’s own address
« Scan memory for “address == address[0]”

’
4

4 Equal?
Physical Addfess Table
(qemu) xp / 1,9gx 0x16921e000

000000016921e000: 0x000000016921e000
000000016921e010: 0x0000000169297000 0x0000000169300000

Queue Header

(qemu) xp /12w (XOBO000ONBOBI00E *

000000016921f000: 0x00000000 0x00040
000000016921f010: 0x0000001e 0x00000
000000016921f020: 0x00000023 0x00000

’
-
-
-
-
s
-
-
-

P00 0x00001000 0x0000003f
D01 0x00000020 0x00001000
000 0x00000000 0x00000000

R

.

Queue Element
(gemu) xp /20wx 0x00000007169297000 4

0000000169297000: Oxef1c9c0a 0x92f51983 0x0deb4ee8 0x2030226¢
0000000169297010: 0x0000088a 0x00000000 0x00000000 0x00000000
0000000169297020: 0xef206d88 0x0000088a 0x00000001 0x00000000

0000000169297030: 0x7dcbfb21 OxcOfef6

9d 0x3382c0d9 0x9a5a2d6b

R



Speculation on GPU-CC CUDA Data Transmission

CUDA is proprietary and self-contained

Limited interactions with open components

User data

Reasoned speculation

__global__

§

int 1 = threadIdx.
C[i] = A[i] + B[i]

void vecAdd(float* A, floatx B, floatx C) 13

Xy

.
14

QMD: kernel launch
configuration

Command
gueue
structure

int main() 1

L//———-float A[256],

B[256], C[256];

float *d_A, *d_B,

*d_C;

cudaMalloc(&d_A, 256*sizeof(float));
cudaMalloc(&d_B, 256xsizeof(float));
cudaMalloc(&d_C, 256xsizeof(float));

cudaMemcpy(d_A, A, 256*sizeof(float), cudaMemcpyHostToDevice);
cudaMemcpy(d_B, B, 256*sizeof(float), cudaMemcpyHostToDevice);

vecAdd<<<1,256>>ﬁ(

cudaMemcpy(C, d_C, 256xsizeof(float), cudaMemcpyDeviceToHost);

dA,dB,dm

CUDA kernel

Kernel arguments

(@]
T T T T T &

(@]
TTTTT&

Traditional CUDA

Plaintext
Plaintext
Plaintext
Plaintext
Plaintext

data

kernel
kernel Azxrgs
QMD
commands

|
PCIe

|
GPU

|

GPU-CC CUDA

Encrypted data
Encrypted CUDA kernel
Encrypted kernel azrgs
Encrypted QMD
Encrypted commands

|

Staging buffer
|
PCIe DMA

|
GPU CPR



Key  Extend the trust boundary from CPU to GPU

CPU-CC + GPU-CC Use case: Confidential AI
Ta ke aV\/ayS « New attack surfaces and vectors

(Session I1)

« VM-based CPU-CC by Intel

Inte[ TDX . Conf{dent'zalzty and integrity of data in
confidential VM

« Remote verifiability

Nvidia GPU-CC « Access control on GPU’s VRAM and control registers
» Protect data-in-flight across untrusted I/0

» Device attestation
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Session III: Research

Application How to use confidential computing to address real world use cases?
DeTA: Minimizing Data Leaks in Federated Learning via Decentralized
and Trustworthy Aggregation (Eurosys 24)
Pitfall What are the security implications of misusing confidential computing?
Crossing Shifted Moats: Replacing Old Bridges with New Tunnels to
Confidential Containers (CCS 24)
Performance

How to overcome the performance bottleneck of confidential computing?

GPU Travelling: Efficient Confidential Collaborative Training with TEE-
Enabled GPUs (CCS 25)




Federated Learning

Trusted Central Aggregator

Federated learning paradigm

« Train a model together, but unwilling to share private data

« Acentral aggregator with multiple parties

* Localtraining - Models/Gradients uploading — Aggregation

— Dispatching — Local updating

:. . .
® - Models

¢o0
o

* 5.|
e
I

- iii
¢o

Security assumptions

Parties * Model weights/gradients contain no info about training data

« Parties trust the central aggregator executing the process

| |
as claimed
@ @ @ Private
Data




What it the Central Aggregator 1s Controlled by Attackers?

Q: Can attackers reconstruct training data from model weights or gradients?

A: Yes!

v

Ground
Truth iter=50

e

- "ii

-

iter=12k

-
.
-
.
|
] |

Honest-but-curious attackers

iter=100 iter=150

. ' »
A ] DLG
(Zhu et al.)
. | .

iDLG
(Zhao et al.)

iter=24k

IG
(Geiping et al.)

A Active attackers

Actively intervene the aggregation process

« Modify model architecture (Fowl et al.)

« Modify model weights (Boenisch et al.)

 Achieve faster and better reconstruction



What it We Have Contidential Computing?

Q. Can CC make the central aggregator trustworthy?
A: Yes, but ...

CC-protected Central Aggregator Benefits of CC

 Protect data-in-use in an isolated execution environment

« Parties can remotely verify the integrity of the central

aggregator
' « Establish secure channels for transferring data
:.' ) . 9 - — 9 - . . .
e e Cg @ Mdels | mitations
| | « Vulnerabilities and attack vectors targeting CC

Parties Unforeseen exploits in the future

1 1
@ @ @ private

Breached CC may leak all data for reconstruction




Key Insights

Data Concentration Aggregator Authenticity Worst-Case Scenario

* Should not put all data into * Should not work with * Prevent reconstruction
one aggregator compromised aggregators even if aggregators are
breached



Security Design

Defense-in-Depth : Resilient even if some mechanisms fail

Decentralized Aggregation

— Data Concentration

Trustworthy Multi-Aggregator Authentication
— Aggregator Authenticity

Model Partitioning and Parameter Shuffling

— Worst-case Scenario

T Remote|Attestation

Attestation
Proxy:s™=

) TokenIProvisiuning

CC-Protected
Aggregators

L]

A
(o 3

Aggregator Verification
+

Party Registration

Y
Liiill

1

P,

A
T Trans(LU[P;]) = Aj 1 AU[Aj]
/
Shuffl ? Rev-Shuffle
l:_ e & ¥ N u »ﬁ\
Partition “ Merge H
LU[Pi] Trans ' (AU[4;]) = P;
~ puiting L
= 3|1 |E 3~ |E
a _||||||_ _||||||_
Pi PN



Decentralized Aggregation

Separate model updates into multiple protected domains

—— T ey o .

. CC-Protected  ~

i Inter- Aggregator \
J
\ / —— Sync _-
N 7 —_——
~ {
’

Attestation ~

. 2 = Aggregators S~ o .
Multiple CC-protected aggregators / Q‘ L
« Each aggregator only has a subset of a model update RAS \\ =)

A,

« Introduce inter-aggregator sync to orchestrate FL

. . Proxy:™ tes - - ’
A tta Ck m l tlg a tl On ! TokenIProvisioning I
A 4 Y
A A
» Aftackers need to breach all CC-protected aggregators - 1 Trans(LU[P,]) = 4j | AU[4)]
to get a complete model update Aggregator Verification Shuffle 37 Rev-Shuffle  ){
+ + +
Party Registration Partition I;I Merge “
v LU[P{] v Trans~1(AU[4)]) = P;
_IIIII_ _IIIIII_ _||||||_
JLE - 3JLUE -~ J[N]E

P, P; Py



Trustworthy Multi-Aggregator Authentication

Only authenticated CC-protected aggregators are allowed in training

Phase I. Launching trustworthy aggregators

* Remote attestation of CC-protected aggregators
« Inject an authentication token into the launched aggregators

Phase II: Authenticating aggregators and parties /

T Remote|Attestation
| Attestation
Proxy-’g'g'
A

| Token

« Party verifies the embedded authentication token

-_—-— N e = 7

« Party establishes a TLS channel and registers with the

Provisioning |

CC-Protected
Aggregators

<>

A;

Inter-Aggregator
Syne

|

|
aggregator I *

|

1

|

L |
» Repeat this step with all aggregators Aggreg“"rjeﬁﬁcaﬁonl
\\ Party Registration
\ /,I\r
L T
Attack mitigation :

* Parties will not register with compromised aggregators

T Trans(LU[P,]) = Aj

Shuffle

offie X
Partition “

LU[Pi]

P;

L AU[Af]

Rev-Shuffle x
+
Merge “
Trans™*(AU[4;]) = P;
NI
TTTTTT
Py



Model Partitioning and Parameter Shuttling

Leaked data cannot be recovered to its original form

Model partitioning
« Each model update can be treated as a flattened vector

 Partition to multiple sub-vectors (uploading to different
aggregators) based on a shared model mapper

Parameter shuffling

« Each partitioned sub-vector can be further shuffled at
the parameter level

« The shuffling is based on a shared permutation key and

a dynamic training id

Attack mitigation

« A fragmentary and shuffled model update cannot be
used for reconstruction

CC-Protected
Aggregators

< B>
&

A
) Inter-Aggregator
Syne
Attestation
Proxys®™™
l TokenIPruvisiuning
_ A 4
r A--——--—==-- N
= 1 Trans(LU[P,]) = 4j Laufg] N
Aggregator Veriﬁcation} Shuffle '&j‘ Rev-Shuffle x \\
+
I + + b
Party Registrationl/ Partition H Merge “ * \
i \
,’ ! LU[Pi] v Trans~1(AU[4j]) = P; |
111111 LIl 111111 !
/7 3 [ — = - - I
I |1 |E d1i |EF J|N|E /
> = = = = — /
| TTTTTT TTTTTT TTTTTT ,
7
A P; Py -~



Security Analysis

Assume data are leaked from a CC-protected aggregator

Without DETA (Full*)

DLG: 66.6%

recognizable (MSE < 1 x

1073)
IDLG: 83.7%

recognizable
(MSE<1x1073)

IG: 100% recognizable

(cosine distance < 0.01)
With DETA (Five Scenarios)

0% recognizable

Smaller partition and

combination w/ shuffling

— Better results

Ground 100% 60% 2% 100% % %
DLG Partition Partition+Shuffle Truth Partition | Partitien  Partition ,.,';:::,‘:;,, IR AR cree
MSE Full* 06" 02" | Full¥ 06 0.2F e

[0,1x107%)

[1x1073,1) | 13

0% 0%

0% 0% 0%

[1,1x10%) | 8.1

Ll

38.9% 20.5%

0% 0% 0.2%

= 1% 10° 24.

]

61.1% 79.5%

100% 100% 99.8%

iDLG Partition Partition+Shuffle
MSE Full* 067 027 | Fulll  06%F 023
[0, 1x 10°9)

Full % 0%
Partition Partition Partition
+ Shuffling + ShufMling + Shuffling

20'/
Plnili-n

[1x1073%,1) | 1.5% 0% 0% 0% 0% 0%
[1,1 x 10%) 6.6% 665% 183% | 02% 02% 07%
> 1x10° 8.2% 335% 81.7% | 99.8% 99.8% 993%
IG Partition Partition+Shuffle
Cosine Distance | Full* 0.6f 027 | Fullf 0.6f 0.2%
[0, 0.01)

[0.01, 0.2) 0% 0% 0% 0% 0% 0%
(0.2, 0.4) 0% 100% 0% 0% 0% 0%
[0.4, 0.6) 0% 0% 98% | 0% 0% 0%
[0.6, 0.8) 0% 0% 2% | 0% 0% 0%
[0.8, 1] E 0% 0% | 100% 100% 100%

’
o Ry
Y N
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Application How to use confidential computing to address real world use cases?
DeTA: Minimizing Data Leaks in Federated Learning via Decentralized
and Trustworthy Aggregation (Eurosys 24)
Pitfall What are the security implications of misusing confidential computing?
Crossing Shifted Moats: Replacing Old Bridges with New Tunnels to
Confidential Containers (CCS 24)
Performance

How to overcome the performance bottleneck of confidential computing?

GPU Travelling: Efficient Confidential Collaborative Training with TEE-
Enabled GPUs (CCS 25)




Kata Containers —» Confidential Containers

1.Tuxrn a regular VM into a confidential VM

Confidential
VM
2. Bind image pulling with remote attestation
Pod
Kubelet Encrypted
Image SO QS &S Image
Registry .4 .4 Registr
< ~ g y ~
orkload @ ‘4 NZ &) @Workload
owner —) Containerd / @R Opner
l Kata| Agent >z l"
API
Kata-Shim }--1!’---¢. Kata Agent «--;r--4 Key Broker Service /
l, Attestation Service
Trust boundary shift! Host H 1 E
el




Misuse of Kata Agent API

- .
1@< Information Leakage

) Execution Tampering

Leak neighboring container’s memory A PullImage, CreateContainer,
By -
StartContainer
Obtain runtime metrics information g= |GetMetrics

PauseContainer, ResumeContainer,
RemoveContainer

Set bad date and time > SetGuestDateTime
) CopyFile

Pause/resume/remove containers

Write sensitive files




Categorization: Kata Agent API

Q: Can we simply disable Kata Agent API from host?
A: No, some APIs are essential for resource allocation

Host Exclusive

 AddARPNeighbors
« CreateSandbox

» DestroySandbox
* GetIPTables

* GetVolumeStats
* ResizeVolume

* SetIPTables

« UpdateInterface
* UpdateRoutes

Only resource allocation related
Host access: should be allowed
Owner access: not needed

Owner Exclusive

CopyFile
ExecProcess
PauseContainer
PullImage
RemoveContainer
ReseedRandomDev
ResumeContainer
SetGuestDateTime
StatsContainer
TtyWinResize
UpdateContainer
CreateContainer
StartContainer

Risks of leaking information and
compromising execution

Host access: should be disabled
Owner access: should be allowed

Shared

Check
GetOOMEvent
ListInterfaces
ListRoutes
OnlineCPUMem
Version
WaitProcess
CloseStdin
GetMetrics
GetGuestDetatils
ReadStderr
ReadStdout
SignalProcess
WriteStdin

Needed by both host and owner
Host access: inspection and
sanitization of the input/output
Owner access: should be allowed



SplitAPI Approach

Kubernetes
Control Plane

Workload
Owner

Worker Node (Host)

a

Pod

@?@

Host-Exclusive

Kata Agent | e

APT Proxy Server ]

and Sanitized
APIs

=2

I§I
‘o

Retrieve API
Proxy server

credential
Secure
channel Owner-Exclusive
and Shared APIs
e =]/ Retrieve split
=217 plugin credential

Izlﬁﬁ

Create CA and
generate key
pairs for owner
and API proxy
server



Mitigation

Y .
‘@<= Information Leakage

) Execution Tampering

Leaking neighboring PullImage, CreateContainer, StartContainer

container’s memory

Obtaining runtime metrics GetMetrics

information

Pausing/resuming/removing PauseContainer, ResumeContainer,

VVV%}

containers RemoveContainer
Setting bad date and time SetGuestDateTime
Writing sensitive files CopyFile
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Application

Pitfall

How to use confidential computing to address real world use cases?

DeTA: Minimizing Data Leaks in Federated Learning via Decentralized
and Trustworthy Aggregation (Eurosys 24)

What are the security implications of misusing confidential computing?

Crossing Shifted Moats: Replacing Old Bridges with New Tunnels to
Confidential Containers (CCS 24)

Performance

How to overcome the performance bottleneck of confidential computing?

GPU Travelling: Efficient Confidential Collaborative Training with TEE-
Enabled GPUs (CCS 25)




Collaborative Learning

Data Holder
0]

Central Node

=

Data Holder
1

Data Holder
2

=

=

Collaboration with Mutual Distrust

Data Holder
3

=




Collaborative Learning (Data Aggregation)

Data Holder
0]

=

Data Holder
1

=

Data Holder
2

=

Centralized Training
lSlow: Massive encrypted data sharing via
network across different security domains

Data Holder
3

=




Collaborative Learning (Model Aggregation)

%% %% 1010 Federated Learning
s LJEELJ _— . LSlow: large-size model weights travel
with multiple iterations

Data Holder Data Holder Data Holder Data Holder
0] 1 2

@ Data @ Data @ Data

" 1010 " 1010 | " 1010 | " 1010 |
1010 . 1010 1010 1010

Data

([Ofe




Our Solution

Confidential GPU

Data Holder
0

Orchestrator

=

Data Holder
1

Data Holder
2

=

=

Key Idea: GPU Traveling
Instead of moving large models or
data, we let confidential GPU travel
to data holders to load data.

Data Holder
3

=



Key Technigues

Physical layer traveling Security layer traveling

h

MUX

PCle MUX Encrypted transfer via PCle
Routing a physical GPU to multiple CVMs Sharing the key = sharing the GPU



How It Works: Initialization

Initialize GPU-CC, load base
model, and allocate dataset
PCIe MUX buffer on the GPU

Orchestrator

Remote Encrypted
attestation channel

B

Confidential GPU

Data Holder i

=




How it Works: Physical/Security Layer Traveling

Orchestrator

PCIe MUX

‘S Key Provisioning

=

Data Holder 1 Copy data to GPU

=

Confidential GPU




How it Works: Training

Orchestrator Load fresh training code
PCIe MUX (in case data holder load malicious code)

[—

1010 = —
=/1010. 73 ® -
|0|0.' .-

1010

Encrypted
channel

&

Confidential GPU

Data Holder i

=




How it Works: Cleanup and Switch

Orchestrator Clean up code/data and key rotation
PCIe MUX (in case data holder see others’ data)

[—

N L *
‘unny|0|0_._ » -
e |0|0-”g -
Encrypted

channel

\

Confidential GPU

Data Holder
i+l

=

Repeat the data copying process




Implementation

Challenge

« Cannot modify Nvidia’s proprietary
components (CUDA, GPU firmware, etc.)

* Intel TDX
* Nvidia H100 GPU-CC
* VFIO-based PCIe MUX
* Modify open-source Nvidia kernel-
mode and UVM driver
« Key import/export
« Security context sync

=

( Orchestrator @ ) ( Data Holder 1 F=—==
</> L b
Cra
(Proprietary) Data Holder Server
NVIDIA 4 NVIDIA ¥
qX qX
- Driver : 6_;[; P Driver ‘ X
> Full Context Keys Incomplete Context No Key
@)
Unencrypted Unencrypted
GPU Accessible GPU Accessible
T AN T A<
A (4 > TRQ Handler A A < ﬁ IRQ Handler
Uy f\[ﬁ | Uy L\[’ |
‘ ntfd ent fc
MMIO  DMA e MMIO  DMA eventtd
\. J \
T
)
= |fL ECD 2 o
&
= A S A — a»
s IOMMU Interrupts Mgr. IRQ Handler
| A

GPU

|

Unencrypted
CPU Accessible

Proprietary GPU Firmware, etc.




Evaluation

* Evaluation on [Im.c with GPT-2

« Modify the [Im.c’s data loader to use TLS and GPU Traveling respectively

« 512 MB buffer size on the GPU

« Test multiple network bandwidths (4Mbps to Uncapped)

« Keep data transmission time constant and beat TLS with different bandwidths

Baseline Ours

Training Tx Tx Training | Tx | Tx
(s) (s) Percentage (s) (s) | Percentage
4M 1230.00 | 1115.88 47.568% 1230.26 | 1.01 0.082%
20M 1231.39 230.84 15.787% 1229.39 | 1.03 0.084%
100M 1231.17 60.36 4.674% 1230.57 | 1.02 0.083%
500M 1230.73 15.86 1.272% 1229.67 | 0.98 0.080%
Uncapped 1229.36 7.34 0.594% 1231.46 | 0.98 0.079%




« Model updates can leak private training data in FL

Key
Takeaways DeTA
(Session I1I)

« Centralized aggregation = a single point of failure

Decentralized aggregation with multiple CC-protected
aggregators and model update obfuscation

« Trust boundary shifts in confidential containers

 Vulnerable Kata APIs enable data leaks & execution

SplitAPI tampering

« SplitAPI for confidential container’s control interface

« Model/data movements in collaborative learning incur high
communication cost

Let GPU travel to data holders to load data

« Enable physical and security layer traveling to hot-plug
confidential GPU

GPU Traveling
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